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Abstract: Security of web-based information systems is a particularly pressing
problem. It is reduced to methods and algorithms for providing each of the three
security levels which every information system should have — authentication, autho-
rization and data security. This article proposes algorithms for user authentication,
authorization and data access which are combined in one complete algorithm for
providing information system security. For user authentication, data from his/her
digital certificate are also used. All requests sent to the system undergo filtering.
Data are protected by means of a digital signature. The authorized user private and
public keys are stored in a database. The public key is stored unencrypted, while
the private key within it is written in the database in an encrypted form. The sym-
metric key for encryption and decryption of the user private key is generated using
a specific algorithm. The algorithm may be realized in each web-based application
regardless its particular intended use.
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1. Introduction

Information security is of particular importance for the web-based information sys-
tems (IS). To make a web-based information system efficient, the access to its re-
sources of different users will be matched with their pre-assigned rights. Also, dif-
ferent rights are assigned to authorized persons in the information systems intended
for updating and modification of separate parts of the information stored. Different
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protection mechanisms (see [1], [2]) for prevention of unauthorized access to the
system data will be implemented in the web-based information systems.

The terms digital signature [3], certificate [4], encryption occur more frequently
with the development of the information technologies. They are used for provision of
the best modern protection means for WEB applications. These security technolo-
gies are based on cryptography [5] which purpose is to protect data by encryption.
Cryptography is aimed at two primary objectives — information protection against
unauthorized access and user authentication. This is common for all applications
related to data transfer and personal information security in the Internet. Cryptog-
raphy is used when a high level of security or protection of information is required.
It is based on the encryption process which may be described as an arbitrary, re-
versible transformation of one document into another. From the security viewpoint,
two things are important — the algorithm used and the key applied.

The main problem in the Internet is the user identification. A customer in a shop
is able to be identified by his/her appearance, but this is impossible in the Internet.
Although in real life, a person may present himself/herself as another person, this is
even easier in the Internet. Nobody can be sure about the identity of another person
in the Internet, unless an auxiliary technology is used. As a result of unauthorized
access, alteration, replacement, distribution or violation of information may occur.

The digital certificate is a part of the technology termed Public Key Infrastruc-
ture (PKI), see [6]. It is a digital analogue of the so called identification (ID) cards.
Similar to these cards, the customer certificate contains personal data related to the
user using the certificate, as well as data about the issuing organization. Similar
to the personal card, the certificate will be properly “managed” as well; it will not
be given to other persons and it will be protected against a loss or damage. If a
problem occurs, the issuing organization will be notified immediately so as to make
it void and to issue a new certificate.

Attacks to the web-based systems may be directed towards the operating system,
the IS application or the database (DB). Some of the most common attacks directed
towards this type of systems are presented in [1], [7].

There is a large variety of approaches which may be used for providing security
to a web-based application. Each one of them has its advantages and disadvantages.
Provision of the application security is of particular importance for the web-based
information systems. For this, mechanisms will be used for providing each one of the
three security levels which every information system should have - authentication,
authorization and data security, see [7].

The purpose of this elaboration is to develop algorithms for providing each of
the three security levels - authentication, authorization and data access in web-
based information systems. Algorithms are realized on an application level and
thus, they become independent on the platform and technologies used for the system
implementation.
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2. Algorithm for Providing Security to Web-Based Information Systems

The algorithm presented (see Figure 1) comprises procedures for authentication,
authorization and protection of data stored in the information system. The system
user authentication is realized based on the user name and password entered, as
well as the customer digital certificate. Protection of the information stored in the
DB is carried-out using digital signatures. For protection against the so called DoS
(Denial of Service) [8] attacks directed towards the user authentication module, the
number of unsuccessful attempts for entering the system from a given IP address is
monitored. In case of a definite number of unsuccessful attempts, the information
system ignores all requests sent by the relevant user IP address. The number of
unsuccessful attempts, as well as the time for restricting the system access, are set
depending on the IS purpose. Thus, the attacks aimed at overloading the system as
a result of processing too many false requests are eliminated. The algorithm is char-
acterized in that in case of unsuccessful authorization of a user already authorized
by the system, the user session is closed, the user access to the relevant IP address
is blocked and the system administration is notified accordingly.
The algorithm for web-based information system protection is as follows:

1. Logging-on the user to the system. A user name, a password and a customer
digital certificate are required.

2. Checking for a blocked access from this IP address. If the check is successful,
the system goes to p. 15; otherwise the system goes to p. 3.

3. A user authentication procedure is executed. In case of successful authentica-
tion, the system goes to p. 4; otherwise the system goes to p. 10.

4. The user logging-on to the information system is recorded.

5. The counter recording the number of unsuccessful attempt for the user logging-
on to the system for the last M minutes is reset.

6. An encrypted user session is created within which communication between the
user and the IS is carried-out.

7. A user authorization procedure is executed. In case of successful authorization,
the system goes to p. 8; otherwise the system goes to p. 13.

8. A procedure for granting access to the IS resources is executed.

9. To exit from the system, the system goes to p. 16; otherwise the system goes
to p. 7.

10. An unsuccessful attempt for logging-on to the IS from the relevant IP address
is recorded.
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Figure 1: Web-based information system security algorithm

A check is made for N unsuccessful attempts for logging-on to the system from
the given IP address for the last minutes is made. If the check is successful,
the system goes to p. 12; otherwise the system goes to p. 1.

The user session is closed.

The user access from this IP address is blocked for a definite period of time.

A message is sent to the system administration about an attempt for unau-
thorized logging-on. The system goes to p. 1.

The user access to the IS resources is denied. An error message is output. The
system goes to p. 17.

The user session is closed.

End.
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The algorithm is characterized in that in addition to the user name and password
traditionally used in the IS, the user will present also a customer digital certificate.
Thus, the user authentication is two-factor. One the one hand, it is carried-out by the
IS application based on the user name and password entered, and on the other hand —
by the web-server, based on the digital certificate given by the customer. The system
stores information about each logon attempt, regardless whether it is successful
or unsuccessful. This allows for using the information gathered for improving its
security. After successful user authentication, an encrypted communication session
is created between the customer application and the information system. Procedures
related to user authorization and granting access are executed within this session.
Each request sent by the user is processed using an authorization procedure. Thus,
the user being logged-on to the system receives access in compliance with the rights
assigned to him/her. Another feature is that if the user is not active for a definite
period of time, the user session is automatically closed. In addition, if the access is
denied, the requests sent by the user are not processed by the system.

3. User Authentication Algorithm

A user name, a password and a customer certificate are entered as input data into
the user authentication algorithm (see Figure 2). Before being processed, the data
sent to the system undergo filtering. Only data which format is in compliance
with the system requirements are processed in this way. The algorithm proposed is
characterized in that it checks for compliance between the user data stored in the
system and the data extracted from the user certificate.

The following algorithm is proposed for user authentication in web-based infor-
mation systems:

1. The user name and password used for logging-on to the system are entered.

2. The input data entered are filtered in compliance with the system require-
ments.

3. A check is made whether this user has registration into the system. If the
check is successful, the system goes to p. 4; otherwise the system goes to p.
10.

4. A customer user certificate is required.

5. A check is made whether a customer certificate is available. If the check is
successful, the system goes to p. 6; otherwise the system goes to p. 10.

6. A check is made whether the customer certificate is valid. If the check is
successful, the system goes to p. 7; otherwise the system goes to p. 10.
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Figure 2: User authentication algorithm for web-based information systems

7. Data are extracted from the customer certificate.

8. A check is made for compliance between the user data stored in the system
extracted from the customer certificate. If the check is successful, the user is
logged-on to the system, otherwise access is denied.

The data given by the user are filtered for protection against the so called SQL
injections, see [9]. If, due to some reason data not in compliance with the format
expected are sent to the system, they will not be processed. For more security, data
filtering will be executed in all circumstances by the server on which the information
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Figure 3: Authorization algorithm for web-based information systems

system is installed.

4. User Authorization Algorithm

Requests sent by the user being logged-on to the system are processed as per the IS
authorization procedure. Figure 3 shows an algorithm used for user authorization
in web-based information systems.

The following algorithm is proposed:

1. A user request is sent.

2. The request sent undergoes filtering. Filtering is executed according to the
information system requirements and specifics.

3. Access rights are checked. If the check is successful, the user is logged-on to
the system, otherwise access is denied.

Each request sent by a user being logged-on to the system is processed by the
authorization algorithm. The check for access rights granted takes into consideration
the information stored in the database, as well as the information from the user
session. The requests sent to the IS are filtered so as to provide system protection
against attacks on the part of users authenticated successfully.
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5. Data Access and Protection Algorithm

One of the most important components related to providing security to web-based
IS is protection of data stored. Most often, it is guaranteed by means of encryption
and/or digital signature of data. An essential problem related to encryption is
storage of encryption and decryption keys.

The algorithm proposed provides DB security on the basis of digital signatures.
It is realized at an application level. This allows for signing only a part of the
data stored in the DB which increases the system performance. The algorithm is
appropriate especially for information systems where multiple authorized users have
access for modification of different parts of the data. The private and public key of
an authorized IS user required for digital signing and data verification are stored in
the database. The public key used for signature verification is stored unencrypted,
while the private key within it which is used for digital signing the data is recorded
in the DB in an encrypted form. Encryption is realized using a symmetric key
algorithm, see [5]. The symmetric encryption/decryption key (SEDK) of the user
private key is generated as per a specific algorithm. Data extracted from the user
digital certificate are used. This technique does not require storing the SEDK in a
database, in the application or on the disk.

Fiure 4 shows an algorithm used for giving access to web-based IS resources. In
the left part of the constituent blocks, the input parameters are set, while in the
right part — the result returned.

The algorithm for provision of data access and security for a web-based IS is as
follows:

1. A user request is sent.

2. The type of the request sent is checked. Of the request is read-only, the system
goes to p. 3; otherwise the system goes to p. 10.

3. The data, the signed hash value and the information about the user having
signed the DB data are extracted.

4. The public key of the user having signed the data is extracted.
5. The hash value of the data signed is decrypted using the public key extracted.
6. The hash value of the data extracted from the DB is calculated.

7. The hash values obtained at p. 5 and p. 6 are compared. If they match, p. 8
is executed; otherwise the system goes to p. 9.

8. Successful data validation. The result of the user request is returned. The
system goes to p. 16.
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Figure 4: Data access and protection algorithm

9. Unsuccessful data validation. An error message is output. The system goes to

p- 16.

10. SEDK is generated based on the data extracted from the customer certificate.

11. The encrypted private key of the user logged-on to the system is extracted.

12. The user private key is decrypted using the SEDK.

13. The hash value of the data entered by the user is output for storage in the

database.

14. The data entered by the user and the data hash value signed with the private

key are recorded.

15. SEDK and the decrypted user private key are deleted from the web-server

memory.
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16. End of algorithm.

All data stored in the DB have digital signatures. When a request is sent for
access to definite information, the signed data are validated. Thus, their authenticity
is certified. The system user may be sure that the information given has not been
changed.

In case of addition or modification of data already stored in the information
system, the part of algorithm which is related to digital signing the data stored
in the system is executed. Signing is carried-out at an application level, and an
additional method for storing the authorized user private keys is not required. For
ensuring data security, the whole DB may be encrypted. Encryption may be realized
at a DBMS or operating system level.

6. Conclusion

This article proposes a method for providing for security to web-based information
systems. Algorithms for authentication, authorization and data security are devel-
oped. Customer digital certificates are used. The method proposed is characterized
in that the customer certificates are validated by the web-server and also, by the
particular application. All requests undergo filtering, regardless the fact who is their
sender, and are blocked in case of an attempt for unauthorized access. Authenticity
of the data in a DB is ensured by means of digital signing. The authorized user
private key is stored encrypted in the DB. The key for encryption/decryption of
the user private key is automatically generated. This significantly increases data
security.

The methods and algorithms proposed may be realized in each web-based appli-
cation regardless its particular intended use.
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